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Executive Summary

The Office of Management and Budge&t\IB) directed [OMB-M05-22, OMB-IPv€] the

National Institute of Standards and Technology (NIST) to develoftmmical

infrastructure (standards and testing) necessary to support wide scale adoption of IPv6 in the
US Government (USG)In response, NIST developed the initial USGv6 Profile [SPEST)

to assist agencies in the development of acquisition requiterfariPv6 products and the

USGV6 Test Program [SP5@B1] to provide the means to assess product compliance to

such requirementsin subsequent years additional USG policies [ONB6, FAR 2005

041, OMBM-17-06] have referenced various aspects ofulls&v6 progranfUSGve-web].

In 2019 NIST undertook a significant revision of the USGv6 Profile and Test Program to
update their technical specifications and to streamline their use in Federal procurement
processesTheUSGv6 Programvasdevelopedollaboratvely with, and aligned tandustry
led product test programgv6-Ready NIST-IPV6H].

This newprofile provides significantevisionsto the originalJSGv6 profile, including:

1. Separating the definition gfeneralPv6 capabilitydefinitionsfrom their use in
specificacquisition programto permit other user groups to-use the capability
profilesand their aligned product testing program#$ie NIST IPv6 Profile provides
thesegeneral capability definitions. This revise®Gv6 Profile is specified as a
derivative ofthe baseNIST IPv6 profile.

2. Updatingthe set of Internet Engineering Task Force (IETF) specifications that form
the basis for the profile to their latest publdhersiors. In particular, this revision,
adopts the most recent, Internet standard, versions of the base IPv6 specifications.

3. Adding new specifications for important IPv6 capabilities that have been developed
since the publication of the first profile.
a. Highlights of these additioriacludetechnologies to support emerging use
cases such as Internet of Thingsdnew forms of IPv6 transition
technologieghat focus oregacy support of IPv4 in IPv6 native netwarks

4. Adding the ability to specify requirements fanctiorality necessary to support
“1 Pve Only” environments amddesthlBM6t er suppo
capableapplications.

5. Removingspecifications for IPv6 capabilities included in the first version of the
profile but that have since failed to achieve significant support in commercial
products and network deployments.

This USGV6 Profile is tightly integrated with the USGv6 Test Pangmwhich provides
standardized methods for testing produatsrediting independent laboratorasl reporting
product capabilities.

This profile is not subject to copyright antd reuse, either in its entirety, or in deatwe
works, is encouraged


https://georgewbush-whitehouse.archives.gov/omb/memoranda/fy2005/m05-22.pdf
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Abstract

This profileestablishea basic taxonomy of IPv6 capabilitjeefined interms of[ETF
specificationsresulting in specific capabilitiabelsfor common network functions and

usage scenariosl he profile maps each sudabeledcapability b one or more specific
technical specifications, or parts of specificatioBsichlabeledcapability adopts by

reference the normative requirements of the cited specifications. In rare cases the profile
may augment amodify the normative requirements afbase specificationlhedefined
capabilitylabelseffectively form a vocabulary for expressiiRy6 requirementgor, and
documentinghe IPv6capabilities ofspecific products It is expected thahis profile when
combinedwith the USGv6 Test Progm, can facilitate the efficient adoption of IPv6
technologiesn Federal information systems

Keywords

Internet Protocol version 6; IPv6; standards proéluisition;USGv6, USGvérl, NISTV6;
NISTv6-rl.
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1. Introduction

The Office of Management and Budge&t\IB) directed [OMB-M05-22, OMB-IPv€] the

National Institute of Standards and Technology (NIST) to develop the technical
infrastructure (standards and testing) necessary to suppl@seaale adoption of IPv6 in the

US Government (USG)In response, NIST developed the initial USGv6 Profile [SPEST)

to assist agencies in the development of acquisition requirements for IPv6 products and the
USGV6 Test Program [SP5@B1] to providehe means to assess product compliance to

such requirements. In subsequent years additional USG policies|OBFAR2005

041, OMBM-17-06] have referenced various aspects of the USGv6 program [USEME

In 2019 NIST undertook a significant revisiohthe USGv6 Profile and Test Program to

update their technical specifications and to streamline their use in Federal procurement
processes. The USGv6 Program was developed collaboratively with, and aligned to, industry
led product test programi’v6-Ready NIST-IPV6H].

This new profile provides significant revisions to the original USGvV6 profile, including:

1. Separating the definition of general IPv6 capability definitions from their use in
speific acquisition programs to permit other user groups-ieseethe capability
profilesand their aligned product testing programs. The NIST IPv6 Profile provides
these general capability definitions. This revised USGv6 Profile is specified as a
derivaive of the base NIST IPv6 profile.

2. Updating the set of Internet Engineering Task Force (IETF) specifications that form
the basis for the profile to their latest published versions. In particular, this revision,
adopts the most recent, Interséndard, versions of the base IPv6 specifications.

3. Adding new specifications for important IPv6 capabilities that have been developed
since the publication of the first profile.
a. Highlights of these additions include technologies to support emerging use
cases such as Internet of Things, and new forms of IPv6 transition
technologies that focus on legacy support of IPv4 in IPv6 native networks.

4. Adding the ability to specify requirements for functionality necessary to support
“1Pve Onl y” e nterisuppor farespetifeatien mrd test ef IPv6
capable applications.

5. Removing specifications for IPv6 capabilities included in the first version of the
profile but that have since failed to achieve significant support in commercial
products and networkeghloyments.

This USGV6 Profile is tightly integrated with the USGv6 Test Program, which provides
standardized methods for testing products, accrediting independent laboratories and reporting
product capabilities.


https://georgewbush-whitehouse.archives.gov/omb/memoranda/fy2005/m05-22.pdf
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This USGV6 profile is specified asderivative of @generaNIST IPv6 capabilities profile.
That is, this profile only describes changes additions to the general capabilities profile
necessary for support of USG acquisition programs. Any use &J8®/6profile will
require referace to and understanding of tha@segeneral capabilities profile:

T ANISTIPv6 Profil eo, NI ST -36Flerevisian|l, NRtioriall i cat i or
Institute of Standards and TechnologyOctober 2019
https://doi.org/10.6028/NIST.SP.50267Arl

1 TheabbreviatiomiNISTv6-r 1i®used to identifghe general capabilitprofile in
various usages.

All uses of this USGv6 Profile shoudite:

1 AUSGv6 Profi | e 0, NI ST Sp e c-26@8lrevisian i, INaticnalt i on 500
Institute of Standards and TechnologyOctober 2019
https://doi.org/10.6028/NIST.SP00-267Brl

1 TheabbreviatiomUSGv6r 1i® used tadentify this profile in various usages.

This USGV6 Profile is not subject to copyright and its reuse, either in its entirety, or in
derivative works is encouraged.

1.1. Audience

See section 1.1 of the NISTwv# profile.

1.2. Profiling IPv6 Capabilities

See sction 1.2 of the NISTw81 profile.

NIST IPv6 Profile USGv6 Profile

1 1 ¥

] 1 1 i 1
e | woie | | st |
IETF Capabilities i ! Requirements 1 cap "
RFCs Profile  Capability | Profile individual | !
i Definitions | i
1 1 [
1 1 [

i products

____________

____________

Figurel USGv6 usage scenario.


https://doi.org/10.6028/NIST.SP.500-267Ar1
https://doi.org/10.6028/NIST.SP.500-267Ar1
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This USGvV6 Profile is an instance of a specific user group profile defined in terms of the
general NIST IPv6 capabilities profile. For USG use, requiremeetsfeations and
product testing requirements MUST reference this USGvarofile.

1.3. Profile Structure: Functional Roles and CapabilityGroups
See section 1.3 of the NISTw#@ profile.

1.4. Profiling Products and Implementations

See section 1.4 of thélSTv6-rl profile.

2. Profile Scope, Applicability and Conventions

See sectioR of the NISTv6rl profile.

2.1. Scope and Applicability

See sectio.1 of the NISTv6rl profile.

2.2. Life Cycles and Change Management.

See sectioR.2 of the NISTv6r1 profile.

2.3. Statements of Requirements Levels

See sectio2.3 of the NISTv6rl profile.

2.4. Profile Capabilities Table.

TheUSGv6 Capabilities Tablel{CT) provides a concise tabulsummary othe technical
requirements of thiprofile. For ease of reference, thT is maintained as supplemental

information to this profile and provided in a sepadteument Readers are encouraged to
access and review theCT as an adjunct to this document.

1 USGv6-rl Capabilities Table - https://doi.org/10.6028/NIST.SP500-267Brls

See section 2.4 of the NISTvé profile for an explanation of the basic syntax and semantics
used in the UCT.

The capabilityselection guidance in this profile primarily derived from two sources.
1 The NISTv6rl profile which follows thdETF IPv6 Node Requiremenspecification
[REC8504. All specifications that are indicated as MUSTRIRC 8504are marked
‘M in the UCT
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1 This profile augments the capability selentguidance provided in the NISTv@&
profile with specific recommendations for USG acquisitioBections 3 and 4 of this
profile only document these differences.

While theUCT is a complete tabular summary of the normative content of this profile,
realers are encourageddonsult sectiol for guidance on how to interpret thkCT for the
purpose of developing requirement statements and to consult sé@tioguidance on
interpreting thaJCT for the expression dhecapabilitesof individual products

2.5. Capability Summary Strings.

See section 2.3 of the NISTwv# profile for the specification of the syntax and semantics of
Capability Summaryt8ngs (CSS)used in this profile.

CCS derived from this specification with ud&&6-r1 for the profile nameThe following is
an example of a specific C3ased upon this profile

ExampleDesktopPC=USGvé&1:Host+ IPv6Only + Core + AddiArch + Multicast+
[DHCPClient | SLAAC] + Link=Ethernet

See sectiob for numerous example CSPecificationdased upon this profile.

2.6. Conformance, Testing and Reporting.

Section 2.6 of the NISTv6L profile describes the genétapic of conformance to profile
requirements, testing and reporting of product capabilities.

The USGv6 Program was explicitly developed to provide the technical basis for government
wide IPv6 acquisition initiativesThe USGvV6 Profile and USGv6 Testogram are
referenced in several USG policies|OMB-IPv6, FAR2005041, OMBM-17-06].

When used to support the acquisition of USG networked information technology and
services, technical requirements for the IPv6 capabilities of prodfiecings should be made

in terms traceable to this USGv6 Profile. Such requirements shall be expressed as USGv6
Capability Summary Strings (CSS).

Consensus Standards Capability Definitions USGvE Profile USGv6 Capabilities Table User Requirements

et .
T i Pt e E—— = Do [ T e

————
r User-Desktop =
USGvE-rl:Host + Core +
SLAAC + Addr-Arch +
Multicast + Dual-Stack +

NIST 1P Profiie USGys Profiie

DHCP-client + DNS-Client
+ URI + Link=Ethernet.

User-Enterprise-Router =

USGvE-rl: er + Core +

Addr-Arch ulticast +

_ - [OSPF|IS1S] +

| = = [SNMP |NETCONF] + Dual-
Stack + Link=Ethernet

||
L
FECECE A

1l ETF - oo S o
A NIST.SP.500-267Ar1 NIST.SP.500-267Br1 NIST.SP.500-267Br1s

Figure2 Traceability of USGv6 CSS Requirements.
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When used in conjunction with USG acquisitions, vendor claims of conformaspedified
requirements and / or general documentation of product IPv6 technical capathbtildse

made through the USGv6 Test Program. This program establishes a syatamedited test
laboratories that execute standardized open test suites for testing conformance to the
capabilities and underlying base standards defined in the USGv6 Profile. All such
statements of the USGvV6 capabilities supported by a given prodiicheldocumented

through the USGv6 Suppliers Declaration of Conformity (SDOC). USGv6 SDOCs provide

a standardized format to document the USGvV6 capabilities supported by a specific product or
set of products and provides traceability back to the aceckiiboratory that conducted the
tests. The SDOC also summaries test results in one or more Capability Summary Strings.

USGv6 SDOC

USGv6 Conformance USGv6 Accreditation Test Labs Vendor Products
L= e ]
Wi bitadatel e sty i A~ [l |
e~ ~ ) I |
T —— Generst Denription 104 Vsldiion L —— o = =
J -_— e I it -1
" s=| . ——
> — | — |- —_— e
e A
NIST.SP.500-281Ar1 NIST.SP.500-281Br1 | NIST.SP.500-281Ar1s

Figure3 Traceability of USGv6 Suppliers Declarations of Conformity

TheUSGvV6 Test Program Guid8P-500-281Ar1] documents the basic components,
concepts and processes necessary to claim conformance to USGv6 requirements. The
USGvV6 Test Methods: General Description and Validaigi*500-281Br1] specification
defines the processes for accreditation and guadintrol for USGV6 test laboratories.
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3. Selection of IPv6 Capabilities

Note that this section only specifies the differences in selection guidance between the
USGV6 Profile and the general NIST IPv6 Profife.fully understand the detailed technical
definition of the capabilities below, see the corresponding entréeN ISTv6 Profilethe
USGv6rl Capabilities Table (sectidh4) and section 4 Technical Defiion of IPv6
Capabilities. See sectio® for example CSS that incorporate these capabilities.

3.1. IPv6-Only Capabilities

See section 3.1 of the NISTw& profile. In order to support broad USG IPV6 initiatives, it is
recommended thall requirement specificatigribased upon this profile include theve

Only capability See the UCT and sectidarror! Reference source not foundfor a ¢
ompletelisting and technical definition of these capabilities.

See section 3.1 of the NISTw6L profile with the following modifications.

USGveérl:Host Capabilities
1 IPv6Only Capabilitiesc see section 4.1

o [M] ¢ IPv6Only- support for full producfunctionality on an IPv@nly network
USGveérl:Router Capabilities
1 IPv6Only Capabilitiesc see section 4.1

0 [M] ¢ IPv6Only- support for full product functionality on an IPafily network
USGvel:NPP Capabilities
1 IPv6Only Capabilitiesc see section 4.1

0 [M] ¢ IPv6Only- support for full product functionality on an IPafily network
USGveérl:Switch Capabilities
1 IPv6Only Capabilitiesg see section 4.1

0 [M] ¢ IPv6Only- support for full product functionality on an IPsaily network
USGvél:App-Serv Capabilities
1 IPv6Only Capabilitiesc see section 4.1

0 [M] ¢ IPv6Only- support for full product functionality on an IPxahly network

3.1.1. Selecting IPv6Only Capabilities

Usess of this profileare recommended tequireall product to be capable of operating in
IPv6-only environmers.
1 When thePv6Only capability is indicated, it is implied that all other specified
capabilities of a product, must operate in IRw8y environments.
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3.2. Host Capabilities

This section provides a template for the specification of Host IPv6 requireméhes
USGv6rl Host capabilities are the same as those of the NFKsI'p8ofile with the
following modifications See the UCT and sectidBrror! Reference source not found f
or a complete listing and technical definition of these capabilities.

See section 2 of the NISTv6-rl profile with the following modifications.
USGveérl:HostCapabilitiesTemplate:

1 IPv6eOnly Capabilities- see sectiorError! Reference source not found.
0 [M]-IPv6Only- support for full product functionality on an IPsafily network.
9 Basic Capabilitiessee sectiorkError! Reference source not found.
0 [O:1=[SLAAC | DHaHient] - SLAAC support for stateless global address autonfiguration.
0 [O:1=[SLAAC | DHaHient] - DHCFClient- support for stateful (DHCP) addremsto-
configuration.
1 Security Capabilitiessee sectiorError! Reference source not found.
0 [O:1=[IPsec | TLE]IPsec support for the IP securitgrchitecture.
[O:1=[IPsec | TLB]TLS support for Transport Layer Security architecture version 1.2.
[X] - IPseeloT - support for IoT Cryptographic Algorithms.
[X - IPseeCHACHASsupport for ChaCha20 Cryptographic Algorithms.
[X] - IPseeSHA512- support for SHA12 Cryptographic Algorithms.

O O Oo0OOo

3.2.1. Selecting Host Capabilities

See section 3.2.1 of the NISTvb profile. The followingadditionalguidance is provided
for selecting capabilities from this section.

1 [IPv6eOnly capabilities are recommendtabe mandatorin all Host
implementations

1 Itis recommended that all Host implementations support one form of automated
address configuration. EithBLAAGr DHCPClientcapabilities are recommended
for all Host implemerdtions.

1 Itis recommended that all Host implementations sugpertapabilityfor secure
communication. EitheiPsecor TLSAcapabilities are recommended for all Host
implementations.

1 The IPsec algorithms defined in thseeloT, IPseeCHACHAPseeSHA512 arenot
recommended for use in USG systems.

T For supporting the most common transi
servers support DNS64.

t

(0]

n
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3.3.

Router Capabilities

This section provides a template for the specification of Router IPv6 requirements. The
USGv6rl Router capabilities are the same as those of the NigITp6ofile with the

following modifications See the UCT and sectidarror! Reference source not found.f

or a complete listing and technical definition of these capabilities.

See section 3.of the NISTv6-rl profile with the following modifications.

f

USGvel:Router CapabilitiesTemplate:

IPv6Only Capabilities- see sectiorError! Reference source not found.

1  Security Capabilities see sectiorError! Reference sourceat found.

1 Network Management Capabilitiessee sectiorError! Reference source not found.

1 Quality of Service Capabilitiessee sectiorError! Reference source not found.

0 [M]-IPv6Only- support for full producfunctionality on an IPv@nly network.

0 [O:1=[IPsec | TLB]IPsec support for the IPsecurity architecture.

[O:1=[IPsec | TLB]TLS support for Transport Layer Security architecture version 1.2.
[X] - IPse€eloT - support for IoT Cryptographic Algorithms.

[X] - IPseeCHACHASsupport for ChaCha20 Cryptographic Algorithms.

[X] - IPseeSHA-512- support for SHA12 Cryptographic Algorithms.

[X] - IPseeloT-VPN- support for IoT Cryptographic Algorithms in gateways.

[X] - IPseeCHACHA/PN- support for ChaCha20 Cryptographic Algorithms in gateways.
0 [X -IPseeSHA512-VPN- support forSHA512 Cryptographic Algorithms in gateways.

O OO0 O0OO0Oo

0 [O:1=[SNMP | NETCONFBENMP- support for simple network management protocol.
0 [O:1=[SNMP | NETCONFNETCON¥Fsupport for network configuration functions.

o [M] - DiffServ- support for Differentiated Services capabilities.

3.3.1. Selecting Router Capabilities

See section 3.3.1 of the NISTv6 profile. The following additional guidance is provided
for selectingcapabilities from this section.

T
1

IPv6-Only capabilities are recommended to be mandatory iR@uiter
implementations

It is recommended that all Router implementations support the capability for secure
communication. EitheiPsecor TLScapabilities are recommended for all Router
implementations.

The IPsec algorithms defined in tliese-10T, IPseeloT-VPN IPseeCHACHAPsee
CHACHA/PN,IPseeSHA512 IPseeSHA512-VPNarenot recommended for use in
USG systems.

It is recommended that all Router implementations support some capability for
remote management. Eith@NMPor NETCONEapabilities are recommeed for all
Router implementations.

Support of basi®iffServQoS capabilities is recommended for all Router
implementations.
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T For supporting the most common transition
servers support NAT64.



September 2019Revision 1, 3 DRAFT — for public review and comment.

3.4. Network Protection Product Capabilities

This section provides a template for the specification of IPv6 requirements for Network
Protection Products. The USGvB NPP capabilities are the same as those of the NISTv6
rl profile with the following modifications.See the UCT ahsectionError! Reference s
ource not found.for a complete listing and technical definition of these capabilities.

See section 3. of the NISTv6-rl profile with the following modifications.
USGvEe1l:NPP Network ProtectionProduct) CapabilitiesTemplate:

1 IPv6Only Capabilities- see sectiorkError! Reference source not found.
0 [M]-IPv6Only- support for full product functionality on an IPsafily network.

3.4.1. Selecting Network ProtectionProduct Capabilities
The following additional guidance is provided f&lecting capabilities from this section.

1 IPv6Only capabilities are recommended to be mandatory iNetlivork Protection
Productimplementations

10
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3.5. Switch Capabilities

This section provides a template for the specification of IPv6 requirements tohSwi
Products. The USGwA Switch capabilities are the same as those of the NI pBofile
with the following modifications. See the UCT and sectidrror! Reference source not f
ound. for a complete listing and technical definition of these capabilities.

See section 3.of the NISTv6-rl profile with the following modifications.
USGveérl:Switch Capabilitie§ emplate:

1 IPv6eOnly Capabilities- see sectiorError! Reference source not found.
o [M]-IPv6Only- support for full product functionality on an IPxahly network.

3.5.1. Selecting SwitchCapabilities
The following additional guidance is provided for selecting capabilities from this section.

1 [IPv6eOnly capabilities are recommended to be mandatory iBwailch Product
implementations
It is recommended that all switches suppbfGuardfor security of the network.

1
9 Ifauseris deploying DHCPY®HCPv&5uardis recommended for security.

11
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3.6. Application and ServicesCapabilities

This section provides a template for the specification of IPv6 requirements for Application
and Network Service Products. The US@¥6App-Serv capabilities are the same as those
of the NISTv6r1 profile with the following modifications See the UCT ahsectiorError! R
eference source not foundfor a complete listing and technical definition of these
capabilities.

See section 8.of the NISTv6-rl profile with th e following modifications.
USGvel:App-Sew (Application andService¥ CapabilitiesTemplate:

1 IPv6Only Capabilities- see sectiorkError! Rdéerence source not found.
0 [M]-IPv6Only- support for full product functionality on an IPsafly network.

3.6.1. Selecting Application and Services Capabilities

The following additional guidance is provided f®lecting capabilities from this section.

1 [IPv6Only capabilities are recommended to be mandatory iBwaiich Product
implementations

1 When combined with th#?v6-Only capability requirement, the applicationservice
must be fully functional on aetwork without IPv4 services.

12
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4. Technical Definition of IPv6 Capabilities

This profile makes no changes to the technical definitions of capabilities as defined in the
NIST IPv6 profile. See section 4 of the NISTu6profile for a discussion of capaltigis
definitions organized by functional groups.

13
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5. Profile Usage Guidance and Examples

This appendix provides guidanaad examples to illustrate tie&pected usagef this profile.

This profile is intended to be a strategic documentUSGIT planning and acquisition

officials that provides a technical basis for conveying technical requirements to IPv6 product
vendorsLikewise, vendors can use the profile to unambiguously convey detailed

information about the IPv6 capabilities of their puotofferings.

The primary means to facilitate this exchange of information between users and vendors is
through Capability Summary Strings (CSS) (see se&ign As noted,CSS can be used

both as statements of IPv6 requirements from purchasers and statements of product IPv6
capabilities from vendors.

Sedion 5 of the NISTvérl profile provides numerous examples of CSS specifications for
various classes of products. All of those examples are applicable to the USGv6 profile
simply by changing the profile reference in each CS33Gverl.

Typically, CSS stingsare used to agquirements statemerfts specific purchasesr

product capability reportsf specific productsCSS can also be used to express more general
acquisition policies such as establishing the minimal requirements for products of certain
classes. In such uses, the CSS can selemplatefrom which more explicit requirement
statements can be deriv&@bme examples of such CSS uses are below.

1 USGveCapableHost = USGw6l:Host +IPv6Only +Core + AddiArch + Multicastt
[SLAA(DHCRClient] +[IPsec|TLS] + Linl&thernet

1 USGveCapableRouter =USGvé&l:Router+IPv6Only +Core + AddiArch +
Multicast + SLAAC #iPsec|TLS] SNMP|NETCONF] + [&®uter|OSPF|IS
IS|BGP] + DiffServ ffunnelinglP|TunnelingUDR + Link=Ethernet

1 USGveCapableSwitch =USGvé&1:Switch + IPv8nly + DHCPvGuard + RAGuard
+ MLD-Snooping + Link=Ethernet

1 USGveCapableApplication =USGvérl:App-Serv + IPvnly + AppServ=[TBD]

By providing a convenient way to select and articulate sets of requitgniea profile

facilitates the description of a vast array of distinct prodegtiirements andonfigurations.

While we suspect that there will be a few bundled sets of requirements that will be used quite
commonly, we also believe that there is trenmrsdvariance in the packaging of feature sets

in commercial products and attempts to overl

afford the flexibility needed.

14
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5.1. Example Translations of Other Profiles

A primary objective of the USGv6 Program isestablish a vocabulary for the expression of
IPv6 requirements and/or product capabilities that can be used by many diverse user groups.
It is hoped that by providing such a vocabulary and aligning the definition of capabilities to
widely adopted testingrogram, we will encourage other profiling activities to adbpse
conventions.The goal of establishing a common standardized means of expressing
requirements and

Section 5 of the NISTw81 profile contains example CSS that express the requirements of
the IETF Node Requirements specification [RFC8504]. Below is another example of the
ability to express the requirements of other profiles using the USG@SS notabn. In

this case we develop USGvh CSS to express the requirements of the product classes
defined inDoD IPv6 Standard Profilefr IPv6 Capable Products Versid@O [DOD-IPv6].

Note, these are only examples to demonstrate the ability to exprespislity

requirements of from other user group profiling efforts in the vocabular of the USGv6
profile. This does not represent any agreement from that user group to do so in their official
documents.

A ExampleDODHost= USGw#1:Host + Core + [SLAAC|DHCIRNt] + AddiArch +
DNSClient + Multicast + IPSec + [D&ahck|Tunneling] + Link=Ethernet
ExampleDODSimpleServer= USGw1:Host + Core SLAAC|DHCRIlient] +
Addr-Arch + Link=Ethernet

ExampleDODAdvancedSewner = USGvé1:Host + Core + Addkrch + DN&lient +
Multicast + IPSec + [Du@tack|Tunneling] + Link=Ethernet
ExampleDODRouter= USGwv81:Router + Core + SLAAC + Adlidih + Multicast +
IPSec + DS + SNMP + [Estalck|Tunneling] + Link=Ethernet
Exampé-DODL3-Switch= USGw#1:Router + Core + Addxrch + Multicast + [Dual
Stack|Tunneling] + DS + Link=Ethernet

ExampleDODIAD= Core + AddArch + Multicast + Link=Ethernet

o o P I >

NIST and the USGv6 Program partners encourage other user groups tthadagbility
definitions and CSS notation from this profile and would welcome collaborative efforts to
accommodate such broader use.
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Appendi x A: ListihgCapaliSIGvtey Templ at es

USGv6rl: Host Capabilities:

1 IPv6Only Capabilities see section XXX

(o]

[M] - IPv6Only - support for full product functionality on an IPx®ly network.

1 Basic Capabilitiessee section XXX

(o]

0]
(0]
(0]

o O

[M] - Core- support for IPv6 core functions.

[Q] - ExtendedICMP- support for ICMPV6 extendadessages.

[O] - PLPMTUD support for Packetization Layer Path MTU Discovery.

[O] - ND-Ext- support for Neighbor Discovery features of enhanced DAD andHrst
Selection.

[O] - ND-WL- support for packedoss for router solicitations.

[O] - SEND suppat for neighbor discovery security extensions.

[O:1=[SLAAC | DHG&Hient] - SLAAC support for stateless global address auto
configuration.

[Q] - PrivAddr- support for SLAAC privacy extensions.

[O] - DHCPStateless support for stateless (DHC&)nfiguration.

[O:1=[SLAAC | DHG&Hient] - DHCFClient- support for stateful (DHCP) address auto
configuration.

[O] - DHCRClientExt- support for additional DHCP options including SIP.

[O] - DHCPPrefix- support for stateful (DHCP) prefix delegation.

[O] - DHCPPrefixExt- support for additional DHCP options for prefix exclude using
prefix delegation.

[O] - 6Lo- support for IPv6 over low power networks.

[O] - Happy-Eyeballs- support for Happy Eyeballs algorithm for dual stack
environments.

1 Addressing Capabilities see section XXX

(0]
0

[M] - Addr-Arch- support for address architecture and selection.
[O] - CGA- support for cryptographically generated addresses.

1 Network Support Capabilities see section XXX

(o]

O O O O O O

(o]

[O] - DNSClient- support for DNS$lient/resolver functions.

[O] - URI- support for IPv6 uniform resource identifiers.

[O] - NTRClient- support for NTP client capabilities.

[O] - NTRServer- support for NTP server capabilities.

[O] - DNSServer- support for DNS server capabilities.

[O] - DHCPServer- support for DHCP server capabilities.

[O] - DHCPServerExt- support for DHCP server for additional DHCP options and Bulk
Leasequery.

[O] - DHCPRelay- support for DHCP relay capabilities.

1 Security Capabilities see section XXX

o

(0]
0]
(0]

[O:1=[Psec | TL3} IPsec support for the IP security architecture.

[X] - IPseeloT - support for IoT Cryptographic Algorithms.

[X] - IPseeCHACHAsupport for ChaCha20 Cryptographic Algorithms.
[O] - IPseeSHA512- support for SHA12 Cryptographic Algohims.

32



September 2019Revision 1, 3 DRAFT — for public review and comment.

o [O:1=[IPsec | TLF} TLS support for Transport Layer Security architecture version 1.2.
o [O]-TLS1.3-support for Transport Layer Security architecture version 1.3.
1 Transition Mechanism Capabilitiessee section XXX
o [Q]-TunnelinglP-support for generic packet encapsulation tunnels using IPv6.
o [Q] - TunnelingUDP- support for generic packet encapsulation tunnels using UDP.
o [O] - XLAT- support for transition mechanism 464XLAT.
o [Q] - NAT64- support for transition mechasm NAT64.
o [O] - DNS64 support for transition mechanism DNS64.
1 Network Management Capabilitiessee section XXX
o [Q] - SNMP-support for simple network management protocol.
o [O] - NETCON¥Fsupport for network configuration functions.
1 Multicast Capabilities- see section XXX
o [O] - SSM-require full support for multicast communications.
o [M] - Multicast - support for linklocal multicast communication.
1 Quality of Service Capabilitiessee section XXX
o [Q] - DiffServ- support for Differentiated Swices capabilities.
o [O] - ECN support for Explicit Congestion Notification.
f Link Specific Capabilitiessee section XXX
[Q] - Link=Ethernet support for IPv6 over Ethernet.
[Q] - Link=PPP support for IPv6 over PPP links.
[O] - Link=G.9959 supportfor IPv6 over AVave.
[Q] - Link=Bluetooth- support for IPv6 over Bluetooth.
[Q] - Link=Bacnet support for IPv6 over BACnet.
[O] - Link=6LoWPANsupport for IPv6 over 802.15.4.

O O O 0O 0O O

USGv6rl: Router Capabilities:

1 IPveOnly Capabilities see section XXX
o [M]-IPv6Only- support for full product functionality on an IPa®ly network.
1 Basic Capabilitiessee section XXX
o [M] - Core-support for IPv6 core functions.
[O] - ExtendedICMP- support for ICMPV6 extended messages.
[O] - PLPMTUD support forPacketization Layer Path MTU Discovery.
[O] - ND-Ext- support for Neighbor Discovery features of enhanced DAD andHrist
Selection.
[O] - NDWL- support for packedoss for router solicitations.
[O] - SEND support for neighbor discovery security ersions.
[M] - SLAAG support for stateless global address atgonfiguration.
[O] - DHCPPrefix- support for stateful (DHCP) prefix delegation.
[O] - DHCPPrefix-Ext- support for additional DHCP options for prefix exclude using
prefix delegation.
o [Q]-6Lo-support for IPv6 over low power networks.
1 Addressing Capabilitiessee section XXX
o [M]-Addr-Arch- support for address architecture and selection.
o [Q]-CGA-support for cryptographically generated addresses.
1 Network Support Capabilities see ction XXX
o [O] - DNSClient- support for DNS client/resolver functions.

o O O

O O 0O o o
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O O 0O o0 o o

(o]

[O] - URI-support for IPv6 uniform resource identifiers.

[O] - NTRClient- support for NTP client capabilities.

[O] - NTRServer- support for NTP server capabilities.

[O] - DNSSaver - support for DNS server capabilities.

[O] - DHCPServer- support for DHCP server capabilities.

[O] - DHCPServerExt- support for DHCP server for additional DHCP options and Bulk
Leasequery.

[O] - DHCPRelay- support for DHCP relayapabilities.

1 Routing Capabilities see section XXX

(o]

O OO O 0O 0O OO O0OO0OOoOOoOOoOOoOOoOo

(o]

[O] - OSPF support for OSPF for intldomain routing protocol.

[O] - OSPHPsec support for OSPF Authentication/Confidentiality using IPSec.
[O] - OSPFAuUth - support for OSPRuthentication Trailer.

[O] - OSPHEXt- support for additional OSPF robustness and optimization features.
[O] - OSPHTrans- support for OSPF IPv4 over IPv6.

[O] - OSPFKGraceful- support for OSPF Graceful restart.

[Q] - ISIS- support for 1SS for inte-domain routing protocol.

[O] - ISISAuth - support for IS Authentication support.

[O] - ISISEXt- support for additional 19S robustness and optimization features.
[Q] - ISISMT - support for Multi Topology in HS.

[Q] - BGP- support for BGPdlr inter-domain routing protocols.

[O] - BGRPFlowSpec support for BGP FlowSpec capabilities.

[O] - BGROV- support for BGP Origin Validation capabilities.

[O] - BGRVPLS support for BGP VPLS capabilities.

[O] - BGREVPN support for BGP EVPN capaias.

[O] - BGP6VPE support for BGP 6VPE capabilities.

[O] - CERouter- support for customer edge router capabilities.

[Q] - VRRR support for VRRP Routing protocols.

1 Security Capabilities see section XXX

(o]

O O OO0 O o0 o o

(o]

[O:1=[IPsec | TLF] IPsec support for the IP security architecture.

[O] - IPseeVPN- support for the IP security architecture gateways.

[X] - IPseeloT - support for IoT Cryptographic Algorithms.

[X] - IPseeloT-VPN- support for 1oT Cryptographic Algorithms in gateways.

[X] - IPseeCHACHAsupport for ChaCha20 Cryptographic Algorithms.

[X - IPseeCHACHA/PN- support for ChaCha20 Cryptographic Algorithms in gateways.
[O] - IPseeSHA512- support for SHA12 Cryptographic Algorithms.

[O] - IPseeSHA512-VPN- support for SHA12 Cryptographic Algorithms in gateways.
[O:1=[IPsec | TLF] TLS support for Transport Layer Security architecture version 1.2.
[O] - TLS1.3- support for Transport Layer Security architecture version 1.3.

T Transition Mechanism Capabilitiessee sedbn XXX

(o]

O O 0O o o oo

[O] - TunnelinglP- support for generic packet encapsulation tunnels using IPv6.
[Q] - TunnelingUDP- support for generic packet encapsulation tunnels using UDP.
[O] - GRE support for generic router encapsulation tunnels.

[O] - DSLite - suppot for transition mechanism DEite.

[O] - LW4over6- support for transition mechanism Lightweight 4over6.

[O] - MAP-E- support for transition mechanism MAP.

[O] - MAP-T - support for transition mechanism MAP.

[O] - XLAT- support for transition mechasm 464XLAT.
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[O] - NAT64- support for transition mechanism NAT64.
[O] - DNS64 support for transition mechanism DNS64.
[Q] - 6PE- support for 6PE.
o [Q]- LISk support for LISP protocol.
1 Network Management Capabilitiessee section XXX
o [O:1=[SNMP | NETONH]- SNMP- support for simple network management protocol.
0 [O:1=[SNMP | NETCONFNETCONFsupport for network configuration functions.
1 Multicast Capabilities see section XXX
o [Q] - SSMrequire full support for multicastommunications.

o O O

o [M] - Multicast - support for linklocal multicast communication.

o [Q]-PIM-SM- support for PIMSM Routing protocaols.

o [Q] - PIM-SMRP- support for PIMSM RP Discovery mechanisms.

o [O] - PIM-SMIPsec support for PIMSM over IPsec.

o [O] - PIM-SMBIDir- support for Bidrectional PINEM routing protocol.

1 Quality of Service Capabilitiessee section XXX
o [M] - DiffServ- support for Differentiated Services capabilities.
o [O] - ECN support for Explicit Congestion Notification.

f Link Specific€apabilities- see section XXX

[Q] - Link=Ethernet support for IPv6 over Ethernet.

[Q] - Link=PPP support for IPv6 over PPP links.

[O] - Link=G.9959 support for IPv6 over-¥Vave.

[Q] - Link=Bluetooth- support for IPv6 over Bluetooth.

[O] - Link=Bacet - support for IPv6 over BACnet.

[O] - Link=6LoWPANsupport for IPv6 over 802.15.4.

O O O 0O 0O O

USGv6rl: App-Serv | Switch | NPP Capabilities:

1 IPveOnly Capabilities see section XXX

o [M]-IPv6Only- support for full product functionality on aiPv6éonly network.
1 Application and Services Capabilitiesee section XXX

o [Q]-App-Serv=[TBD] support for application/service specific functions.
1 Switch Capabilities see section XXX

o [Q] - DHCPv&5uard- support for DHCPv6 Guard at Layer 2.

o [M]-RAGuard - support for RA Guard at Layer 2.

o [Q] - MLD-Snooping support for MLD Snooping at Layer 2.
1 Network Protection Capabilities see section XXX

o [Q]-FW-support for basic firewall capabilities.

o [Q]-IDS- support for intrusion detectiortapabilities.

o [Q]-IPS- support for intrusion protection capabilities.

o [Q] - APFW-support for application firewall capabilities.
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Appendi:Ghange Log

Revision 1i October 2019

Revision 1 of the USGv6 Profile and Test Program specifications eglsidgnificant

refactoring of the original documents. The most significant such change was to capture the
generic definition of IPv6 labeled capability definitions in a generic NIST IPv6 Profile [SP
500-267Arl]. This general profile has no specific mentof USG acquisition processes or
procedures. The objective of this profile is to support its use by multiple user groups.

s e

NISTVE NISTV6-r1
Capability Definitions Capabilities Table

1 \ Generic IPv6 Capabilities Profile

st s el = S E— —— Requirements match new ETF Node
............ - ~= Requirements

W

No mention or coupling to USG

Generic conformance guidance

NIST.SP.500-267Ar1 = —SFSF  NIST.5P.500-267Arls =
———— = —t

Figure4 NIST IPv6 Profile

Other structural revisions to the USGV6 specifications inchmhsolidation of the discussion

of conformance testing and reporting into the USGv6 Test Program Guide. The NISTv6 and
USGv6 Capabilities tables are now maintained as separate documents for easy of reference,
as is the Suppliers Declaration of Conformity

Technical change to the profiles in revision 1 inclube update the set of Internet
Engineering Task Force (IETF) specifications that form the basis for the USGv6 profile to
their latest published version.

x To add new specifications for important IP\#&pabilities that have been developed since
the publication of the first profile.

u Highlights of these additions include technologies to support emerging use cases such
as the Internet of Things, new forms of IPv6 transition technologies, support
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for*l Pvé Only” environments, and better suj
applicatons.

x To remove specifications for IPv6 capabilities included in the first version of the profile
but that has since failed to achieve significant support in commercial products and
network deployments.

x To update and consolidate the description of the USK&gb Progranto reflect the
lessons learned in the operation of that program to date.

u Highlights of these changes include a more concise and consistent notation for
documenting IPv6 capabilities, better support for testing in-Pray environments,
andam i mproved and streamlined Supplier
documenting test results.

x To separate the definition of IPv6 Capability Profiles from their specific use in USG
acquisition programs so as to permit other user groupsuse¢hecapability profiles
and their aligned product testing programs.

s [

A Profie or 176 s e LS.

e N

NIST.SP.500-267 NIST.SP.500-281 NIST.SP.500-273
NISTvE-r1 Profile USGv6-rl Profile USGvE-r1 Capabilities Table USGvE Conformance USGvé SDOC USGvs Accreditation
e P i e E— L P . ———_— T - [E——
ey i S = == S m—— e
==ci—1 e e e E—— Crmers B v

——— NIST.SP.500-267Br1s = .
NIST.SP.500-267Ar1 NIST.SP.500-267Br1 = = NIST.SP.500-281Ar1 NIST.SP.500-281Ar1s NIST.5P.500-281Br1

Figure5 Structure of USGV6 revision 1 specifications
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